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Thailand's Cyber Security Act B.E. 
2562 (2019)  
 
On 27 May 2019, the Cyber Security Act B.E. 2562 (2019) (the 
“CSA”) was published in the Government Gazette and became 
effective on 28 May 2019.  The CSA was enacted to govern, 
facilitate and respond to the fast growing digital economy in 
Thailand. 
 
The CSA aims to supervise cyber security activities as well as 
to prevent and combat “cyber threats”, which is broadly 
defined as “any action or unlawful undertaking done using a 
computer, computer system, or undesirable program with an 
intention to cause harm to a computer system, computer data 
or other relevant data, and includes imminent threats which 
would cause damage or affect operation of a computer, 
computer system, or other relevant data”.  
 
The National Cyber Security Committee (the “NCSC”), a 
committee established under the CSA, is tasked with setting 
the overall policies regarding cyber security.  The Cyber 
Security Supervision Committee (the “CSSC”) is tasked with 
monitoring and supervising compliance with the CSA.  
 
As such, a significant duty of the NCSC is to categorize cyber 
threats into three levels, as follows: 
 
1. non-serious cyber threats;  
2. serious cyber threats; or 
3. critical cyber threats.  
 
The characterization of each level of threat depends on, 
amongst other things, the effect of such threat to the country’s 
infrastructure, national security, economy, public health, public 
order or important information infrastructure.  The 
classification of each cyber threat determines the response that 
the CSSC will undertake to combat such threat.  For example, 
for serious cyber threats, specific provisions authorize the 
CSSC to examine computers, computer systems and cyber 
data as well as to seize computers, computer systems or any 
other equipment if there is reason to do so.  
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The CSA also designates certain organizations as Important 
Information Infrastructure Organizations (the “IIIO”), including 
organizations which provide the following services:    
 
1. national security;  
2. important public services;  
3. banking and finance;  
4. information technology and telecommunications;  
5. transportation and logistics;  
6. energy and public utilities;  
7. public health; and 
8. other services as prescribed by the NCSC.  
 
Further criteria and details on the IIIO will be specified in a 
future sub-regulation. 
 
The IIIOs are subject to certain obligations under the Cyber 
Security Act, which includes: (i) notifying the contact 
information of the owner(s), person(s) in possession of, and 
operator(s) of computers, as well as any changes thereto; (ii) 
complying with the code of practice and minimum cyber 
security standards; (iii) arranging risk evaluations of the cyber 
security at least once per year (such evaluations are to be 
submitted to the authorities); (iv) implementing mechanisms 
or procedures to monitor and resolve any cyber threats or 
incidents relating to the IIIO; and (v) reporting any cyber 
threats.   
 
Private parties, whether they fall under the criteria of an IIIO 
or not, may be subject to certain obligations or measures 
under the CSA if a cyber threat has been identified. Failure to 
comply with a duty or obligation under the CSA is subject to 
penalties.  A refusal to grant access to a computer system 
pursuant to an official order shall be subject to a fine of up to 
THB 300,000 and an additional fine of up to THB 10,000 per 
day from the date which the order was issued until compliance 
with that order. 
 
 
 
 

  
 

This publication is intended to highlight an overview of key issues for ease of understanding, and not for the provision of legal advice. If 
you have any questions about this publication, please contact your regular contact person(s) at Mori Hamada & Matsumoto or Chandler 
MHM Limited, or any of the Key Contacts listed in the far-right column. 

 


